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Background and Format
Biological weapons pose unique challenges for U.S. defense and homeland security
planners. In conceptualizing a response, U.S. policymakers thought first of technical
solutions and training of emergency responders to protect the population or respond to a
bioterror event. Next, we considered non-proliferation and traditional deterrence
approaches to reducing the likelihood of an attack. More recently, some have begun
thinking about strengthening the resolve of the general public in order to mitigate the
effects of an attack and, perhaps, serve as a deterrent.
The purpose of this workshop was to explore the nature of public resilience and
begin a conversation about both positive public policy measures to develop a resilient
public and its strategic impact. What active or passive factors might influence public
resilience? Is public resilience a deterrent or only of value because it mitigates the impact
of an attack?
This workshop was designed to educate the USMA community about the threat of
bioterrorism and support the CTC’s goal of developing modular bioterrorism curriculum
that can be inserted into existing classroom environments. It was intended to continue the
discussion began during last fall’s symposium that addressed the technical issues relevant to
bioterrorism.
The workshop was ultimately a conversation between the speakers and the
audience. Speakers gave brief statements that were followed by discussion. The audience
included participants from numerous departments at the U.S. Military Academy, private
industry, government laboratories, and other academic institutions.
The workshop’s purpose was to advance the debate about bioterrorism at USMA,
and in particular spark a discussion about how to adjust West Point curriculum so as to
better prepare cadets for an uncertain world in which bioterrorism is a real threat. Our
next generation of military leaders should have the capacity to engage the policy and
technical issues that the nexus of scientific expertise and extremism pose to the United
States and the world.
The CTC would like to thank our speakers for sharing their expertise and our
audience for contributing their insights. The threat posed by bioterrorism is uniquely
interdisciplinary, which demands analysis from many perspectives. The public, private and
academic sectors all have an important role to play in the defense of the nation.
The CTC is particularly grateful to the Alfred P. Sloan Foundation and Dr. Paula
Olsiewski, without whom this program would be impossible.
If there are any questions, comments, or concerns about the CTC’s bioterrorism
program, please contact Brian Fishman at 845-938-3697 or brian.fishman@usma.edu.
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Summary of Findings
Key information:
• Resilience should not be confused with invulnerability. Resilience is the ability to
bounce back after receiving a shock to the system, thereby limiting the long-term
impact of that shock. A resilient society is able to ‘heal’ itself quickly after an attack
and return to a sense of normalcy.
•

Expert understanding of the public’s likely response to biological threats has
changed over time. The assumption was that a panicked public would overwhelm
public health systems and might even resort to violence as a means of procuring
health care.

•

The anthrax attacks of 2001 changed the conception of the public from a problem
to be managed to a constituency to be served. The public response to the fall 2005
attacks was not panic, and highlighted the importance of effective, credible
communication systems to inform the public of risks and treatment opportunities.

•

The public rarely devolves into panic during disasters but continues to expect that it
will.

•

The human body’s response to disease is a useful model for describing appropriate
social response to a biological attack. Like the body, society is equipped with
coping mechanisms that can be over-extended and pushed into shock.

•

There are risks to focusing on resilience, including the possibility of deserting the
most vulnerable victims in order to sustain and empower those with a higher
probability of effectively bouncing back from an attack.

•

Policymakers often do not see the media as an integral part of disaster response.

•

Communicating via the media is increasingly complex because of the variability of
the news media. Identifying trusted opinion leaders is increasingly difficult as
consumers diversify their sources of information. In addition to traditional
newspapers and network television (known as Mainstream Media or MSM), cable
news, internet sites, and bloggers have transformed the way the public accesses
information.

•

Very few media outlets are trusted by all of the public, which further complicates
public education.

•

Media coverage of biological terrorism has been episodic. Intense coverage of
issues such as biological terrorism is often followed by a backlash against
‘scaremongering.’

•

Coverage of a biological attack is particularly problematic because contamination
implies that the impact of an attack lingers. Episodic coverage is ill-suited to this
kind of threat.

•

The media both shapes and reflects popular trends and popular culture. When
biological terrorism is a pop issue, it garners media attention as well.

•

Although the risk of a mass casualty biological attack is possible, more plausible
uses of biological terrorism would be to:
o Shut down a critical or symbolic site for a sustained period of time during
decontamination (the Hart Senate Office Building was closed for three
months),
o Financially strain the United States (cleanup of the Senate Hart Building
alone cost $42 million dollars),
o Undermine public confidence in the government,
o And, provoke a counterproductive government response.

•

Biological weapons are attractive to terrorists precisely because of the increased
psychological impact of a non-traditional, “invisible” weapon.

•

Unaffiliated, amateur terrorists may attempt to use biological weapons because they
do not have the technical or organizational capacity to carry out a large-scale attack
using conventional means. The increased psychological impact of a biological
attack may make such a weapon appealing to an ambitious amateur with limited
operational capacity.
o One example of this phenomenon is Kamel Bourghass, who was convicted
of murdering a London police officer after his apartment was raided in
connection with a terrorist plot to employ ricin. He correctly understood
that the toxin was ill-suited to a mass-casualty attack, but believed that the
psychological impact made the toxin an appealing weapon.

Recommendations
•

Develop a bioterrorism curriculum for the U.S. Military Academy that embraces
the interdisciplinary nature of the threat and includes course projects that increase
cadet understanding of public resilience and strategic communications in a crisis.

•

Limited “bio-literacy” is a problem both for the public at large and for many
journalists with the responsibility of educating the public. Lack of information
heightens the fear surrounding biological weapons. Increase societal bio-literacy by:
o Encouraging education through science classes in journalism schools.
While many journalism schools have dedicated courses covering
business or armed conflict, few dedicate class time to the peculiar
demands of understanding, synthesizing and explaining scientific
processes. Educating journalists about both biological terrorism and
basic biology is critical for developing a credible, informed media
capable of delivering accurate information in a timely fashion.
o Disseminate bioterrorism curriculum developed at West Point to
military and civilian educational institutions.

•

‘Embed’ reporters in academic, government, and private laboratories around the
country for a fixed period in order to increase bio-literacy in the media, and create
opportunities for public education.

•

Develop public forums for sustained focus on bioterrorism. Episodic media
coverage reduces the public’s ability to learn lessons from past events. Sustained
focus at a lay-level to raise public awareness is a first step toward a more bio-literate,
and more resilient, public.

•

Directly challenge assumptions about a “panicky public.” A confident, educated
public is a more resilient public. A positive externality of public education is that it
will alter the strategic logic of potential biological terrorists, who may be less willing
to employ such methods if they anticipate a less dramatic social response.
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